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[[] Don't write downanything you wouldn't want read back to youin court

Chats, docs, and notes can end up in the hands of cops.

@y DO: Talk through sensitive details in person, with phones put CP DONOT: Put who is risking arrest, or the details of the plan, in
away group chats or shared docs

We are in an era where the federal government is surveilling and prosecuting activists with a level of intensity we haven't

seen in decades.

When doing mass organizing, we're always balancing the need for security with the need to grow our movements and

build power.

One way we can reduce unnecessary risk is to be careful about what we write down. What we write down often ends up

being used against us in court, even if we're using encrypted tools like Signal.

For any organizing involving risking arrest (or highly targeted organizing like ICE watch'’ or Palestine solidarity), it's

important to have agreements about what folks will not write down.

How the data ends up in court:

e Someone's phone is seized. If anyone in a chat is arrested and police get into their phone, they can read every

message and document on it.

¢ A company hands over your account. Services like Google Docs aren't end-to-end encrypted, so the company can
see your documents and give them to police who get a subpoena or warrant. In 2025, Google gave ICE a graduate

student's account information in response to a subpoena, without telling the student first™®,

e Someone in the group is an informant or undercover cop. In the 2026 federal case against the Minnesota 15,

undercover agents joined activists' Signal group chats® and passed along what they read, which prosecutors then

used in court.
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HOW TOKEEP YOUR PLANS OUT OF THE WRITTENRECORD
Avoid putting riskier things in writing in messages, documents, or even paper notes.

Before you type/write something, ask yourself: "Would I be ok hearing this read aloud in a court case against

me?" If not, save it for an in-person conversation (ideally with all phones/devices in a different room).
Things you may want to avoid writing down:

e Thatyou are planning to do something that carries the risk of arrest (even a very mild sit-in is usually breaking a

trespassing law)
e Who is participating in the group or action
e Who is leading
e For actions: the location, the tactics, identifying information about people involved
e Other groups involved

e Jokes/venting/sarcasm that could read as a serious threat/intention.

Last step: Build practices to delete/destroy things you did write down as soon as you no longer need them. This

often gets forgotten, so building in accountability systems can help.

Treat large or open groups as if an informant is in them. You usually can't tell who is an informant. And it's bad practice to start
trying to "find the snitch" in a group. The more peoplein a group, the harder it is to know everyone. Keep the most sensitive

conversations to small groups of people you know and trust.
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[} After theaction, delete the planning docs and Signal groups

Old chats and docs can still beread if a phoneis seized or an account is subpoenaed later.

Once the action is over, the documents and chats you made are no longer needed. The longer they stick around, the more

chances that they can end up in the hands of the cops through a seized phone, a subpoena, or an informant in the group.

Before the action, agree on a cleanup plan. Create an accountability system to help you follow through.

If anyone was arrested or charged, check with your legal support team or a lawyer before deleting anything. Deleting records once
you know about an investigation, subpoena, or charges can betreated as destroying evidence, which is a separate crime. This is

another reason to turn on disappearing messages with a short timer before the action, so most messages are already gone.

HOW TOCLEAN UP AFTER AN ACTION

1. Delete the documents. This includes planning docs, Proton/CryptPad docs, spreadsheets, jail support forms, and
any written notes. Then empty the trash.

2. Shut down the Signal groups: Signal groups can be useful for ongoing organizing but the list of members also
presents a risk to everyone if anyone's phone gets seized in the future. Consider moving everyone into a bigger

announcement-only group for ongoing organizing rather than keeping that one small group going.

e Posta message letting everyone know the group is closing, and ask them to delete the chat from their

phones. Remove each member yourself to make sure it happens.

e Delete the chat from your own phone: Signal = Main screen — Swipe left on the thread — Delete. (This won't
remove the group from other people's phones, just yours. Disappearing messages will auto-delete from

everyone's phones, though.)

3.If you're not an admin, leave AND delete the group and encourage everyone else to do the same.

4. Shred any paper notes, maps, or lists.
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e CLDC - Expect the Unexpected: Secure Your Phone Against Confiscation or Loss* (20214  Z5z8)

e Freedom of the Press Foundation - What to do if your phone is seized by the police” (20164F « 38

BEH A RTESICEIFS

Safety checklist for action organizers

Physical, digital, and legal safety for organizers.
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